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No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language
in any form by any means without the written permission of Exar Corporation.

Licensing and Government Use

Any Exar software (“Licensed Programs”) based on Hifn Technology described in this document is furnished under a license and may
be used and copied only in accordance with the terms of such license and with the inclusion of this copyright notice. Distribution of this
document or any copies thereof and the ability to transfer title or ownership of this document’s contents are subject to the terms of
such license.

Such Licensed Programs and their documentation may contain public open-source software that would be licensed under open-source
licenses. Refer to the applicable product release notes for open-source licenses and proprietary notices. Use, duplication, disclosure,
and acquisition by the U.S. Government of such Licensed Programs are subject to the terms and definitions of their applicable license.

Disclaimer

Exar reserves the right to make changes to its products, including the contents of this document, or to discontinue any product or
service without notice. Exar advises its customers to obtain the latest version of relevant information to verify, before placing orders,
that information being relied upon is current. Every effort has been made to keep the information in this document current and accurate
as of the date of this document’s publication or revision.

Limited Warranty

Exar warrants Products based on the Hifn Technology, including cards, against defects in materials and workmanship for a period of
twelve (12) months from the delivery date. Exar's sole liability shall be limited to either, replacing, repairing or issuing credit, at its
option, for the Product if it has been paid for. Exar will not be liable under this provision unless: (a)Exar is promptly notified in writing
upon discovery of claimed defects by Buyer; (b)The claimed defective Product is returned to Exar, insurance and transportation
charges prepaid, by Buyer; (c)The claimed defective Product is received within twelve (12) months from the delivery date; and
(d)Exar's examination of the Product discloses to its satisfaction that the alleged defect was not caused by misuse, neglect, improper
installation, repair, alteration, accident or other hazard. THIS WARRANTY DOES NOT COVER PRODUCT DAMAGE WHICH RESULTS
FROM ACCIDENT, MISUSE, ABUSE, IMPROPER LINE VOLTAGE, FIRE, FLOOD, LIGHTNING OR OTHER ACTS OF GOD OR DAMAGE
RESULTING FROM ANY MODIFICATIONS, REPAIRS OR ALTERATIONS PERFORMED OTHER THAN BY EXAR OR EXAR'S AUTHORIZED
AGENT OR RESULTING FROM FAILURE TO STRICTLY COMPLY WITH EXAR'S WRITTEN OPERATING AND MAINTENANCE
INSTRUCTIONS. BUYER ACKNOWLEDGES THAT THE PRODUCT IS HIGHLY SENSITIVE ELECTRONIC PRODUCT REQUIRING SPECIAL
HANDLING AND THAT THIS WARRANTY DOES NOT APPLY TO IMPROPERLY HANDLED PRODUCT. PRODUCT MANUFACTURED TO MEET
BUYER'S SPECIFIC PERFORMANCE SPECIFICATIONS ACCEPTED BY EXAR ARE WARRANTED ONLY TO PERFORM IN CONFORMITY WITH
SUCH SPECIFICATIONS, AND ARE WARRANTED ONLY AGAINST DEFECTS NOT RELATED TO SUCH SPECIFICATIONS IN ACCORDANCE
WITH THE TERMS AND CONDITIONS SET FORTH HEREIN ABOVE. "

Life Support Policy

Exar's Product is not authorized for use as critical components in life support devices or systems. Life support devices or systems are
devices or systems which, (a) are intended for surgical implant into the body, or (b) support or sustain life, and whose failure to
perform, when properly used in accordance with instructions for use provided in the labeling, can be reasonably expected to result in
a significant injury or death to human life. A critical component is any component of a life support device or system whose failure to
perform can be reasonably expected to cause the failure of the life support device or system, or to affect its safety or effectiveness.
Buyer agrees to indemnify, defend and hold Exar harmless for any cost, loss, liability, or expense (including without limitation
attorneys' fees and other costs of litigation or threatened litigation) arising out of violation of the above prohibition by Buyer or any
person or entity receiving Exar's Product through Buyer.

Patent Infringement - Indemnification

Exar agrees, at its own expense, to defend Buyer from and against any claim, suit or proceeding, and to pay all judgments and costs
finally awarded against Buyer by reason of claim, suit or proceeding insofar as it is based upon an allegation that the Product as
furnished by Exar infringes any United States letter patent, provided that Exar is notified promptly of such claim in writing and is given
authority and full and proper information and assistance (at Exar's expense) for defense of same. In case such Product are finally
constituted an infringement and the use of Product is enjoined, Exar shall at its sole discretion and at its own expense: (1) procure for
Buyer the right to continue using the Product; (2) replace or modify the same so that it becomes non-infringing; or (3) remove such
Product and grant Buyer a credit for the depreciated value of the same.

Buyer shall have the right to employ separate counsel in any claim, suit or proceeding and to participate in the defense thereof, but the
fees and expenses of Buyer's counsel shall not be borne by Exar unless: (1) Exar specifically so agrees; or (2) Exar, after written
request and without cause, does not assume such defense. Exar shall not be liable to indemnify Buyer for any settlement effected
without Exar's written consent, unless Exar failed, after notice and without cause, to defend such claim, suit or proceeding.

The indemnification shall not apply and Buyer shall indemnify Exar and hold it harmless from all liability or expense (including costs of
suit and attorney's fees) if the infringement arises from, or is based upon Exar's compliance with particular requirements of Buyer or
Buyer's customer that differ from Exar's standard specifications (Custom Product) for the Product, or modifications or alterations of the
Product, or a combination of the Product with other items not furnished or manufactured by Exar.

Buyer agrees that Exar shall not be liable for any collateral, incidental or consequential damages arising out of patent infringement.
The foregoing states the entire liability of Exar for patent infringement.

Motorola

The use of this product in stateful compression protocols (for example, PPP or multi-history applications) with certain configurations
may require a license from Motorola. In such cases, a license agreement for the right to use Motorola patents (US05,245,614,
USO05,130,993) may be obtained directly from Motorola.
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Patents

May include one or more of the following United States patents: 4,930,142; 4,996,690; 4,701,745; 5,003,307; 5,016,009; 5,126,739;
5,146,221; 5,414,425; 5,414,850; 5,463,390; 5,506,580; 5,532,694; 6,320,846; 6,816,459; 6,651,099; 6,665,725; 6,771,646;
6,789,116; 6,954,789; 6,839,751; 7,299,282; 7,260,558. Other patents pending.

Trademarks

Hi/fn®, MeterFlow®, MeterWorks®, and LZS®, are registered trademarks of Exar Corporation. HifnTM, Hifn Technology,
FlowThroughTM, BitWackr, and the Hifn logo are trademarks of Hi/fn, Inc. All other trademarks and trade names are the property of
their respective holders.

IBM, IBM Logo, and IBM PowerPC are trademarks of International Business Machines Corporation in the United States, or other
countries.

Microsoft, Windows, Windows XP, Windows Vista, Windows Server 2003, Windows Server 2008 and the Windows logo are trademarks
of Microsoft Corporation in the United States, and/or other countries.

Intel QuickAssist is a trademark of Intel Corporation in the United States and in other countries.

Exporting

This product may only be exported from the United States in accordance with applicable Export Administration Regulations. Diversion
contrary to United States laws is prohibited.

Exar Confidential

If you have signed an Exar Confidential Disclosure Agreement that includes this document as part of its subject matter, please use this
document in accordance with the terms of the agreement. If not, please destroy the document..
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Preface

Welcome to the Express Data Reduction (DR) card Manufacturing (MFG) Test Software for the
family of Exar Express DR cards. This guide contains information specific to the Express DR
Manufacturing Test Software 2.1.7 Release for Express DR16xx cards.

Prerequisite

Before proceeding you should generally understand the Express DR Data Compression card.
This guide is for the manufacturing operator to test the Express DR card.

Document Organization

This document is organized as follows:
e Chapter 1, Introduction, provides an overview of the Manufacturing Test Software.

e Chapter 2, System Requirements, discusses system requirements that should be met
before installing and testing the Express DR card.

e Chapter 3, Express DR Card Installation, instructs the user on how to install the Express
DR card.

e Chapter 4, Manufacturer Test Software Installation, describes how to compile and
install the driver and the MFG test program.

e Chapter 5, Manufacturer Test Program Usage, gives instructions for how to use the
Manufacturing Test Software.

Customer Support

For technical support about this product, please contact your local Exar sales office,
representative, or distributor.

Web Site

For general information about Exar and Exar products refer to: www.exar.com.
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1 Introduction

Welcome to the Manufacturing Test Software Guide for the Exar Express Data Reduction (DR)
DR16xx card family. This guide contains information specific to the Express DR Manufacturing
Test Software 2.1.7 Release.

The Express DR 16xx card family consists of:
e Express DR 1600 Data Compression Card (300MBs)
e Express DR 1605 Data Compression/Encryption/HASH Card (300MBSs)
e Express DR 1610 Data Compression Card (900MBs)
e Express DR 1615 Data Compression/Encryption/HASH Card (900MBs)
e Express DR 1620 Data Compression Card (1.8GBs)
e Express DR 1625 Data Compression/Encryption/HASH Card (1.8GBs)
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2 System Requirements

This chapter discusses system requirements that should be met before installing and testing
the Express DR card 16xx.

2.1 Hardware Requirement

In order to install and test the Express DR card 16xx, the following system requirements must
be met.

e An available x8 or x16 PCI Express slot in motherboard

e At least 1G physical memory equipped in motherboard

2.2 Software Requirements
The MFG test program must be run on one of the following software platforms:
e Red Hat Enterprise Linux 4 Update 6(2.6.9-67 for i386 32 bit)
e Red Hat Enterprise Linux 4 Update 6(2.6.9-67 for x86_64 64 bit)
e Red Hat Enterprise Linux 5 Update 1(2.6.18-53 for i386 32 hit)
e Red Hat Enterprise Linux 5 Update 1(2.6.18-53 for x86_64 64 bit)
e SUSE Linux Enterprise Server 9 SP 4(Kernel-bigsmp-2.6.5-7-308 for i386 32bit)
e SUSE Linux Enterprise Server 9 SP 4(Kernel-bigsmp-2.6.5-7-308 for x86_64 64 bit)
e SUSE Linux Enterprise Server 10 SP 1(Kernel-bigsmp-2.6.16-46-0.12 for i386 32bit)

e SUSE Linux Enterprise Server 10 SP 1(Kernel-bigsmp-2.6.16-46-0.12 for x86_64 64
bit)
The corresponding Kernel source code is required be installed.

2.2.1Boot Manager Setting

Before starting the MFG test program, the boot manager must be set in order to reserve
memory for the MFG test program.

Add a “mem=500M”" string to the boot manager Grub as shown to the /etc/grub.conf file. For
example,

kernel /boot/2.6.9-67_EL-smp mem=500M ro root=LABEL=/

Before continuing, reboot the system to make the changes take effect.
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3 Express DR Card Installation

This chapter briefly describes the Express DR card installation process.

3.1 Hardware Overview

Your Express DR 16xx card should look similar to the picture shown in the figure below. There
may be slight differences between the card pictured and the card you receive (card color,
socket versus soldered components, etc.).

There are five LEDs on the Express DR 16xx card. In the upper left hand corner, from top to
bottom, is Link (green), Busy (orange), PLL Lock (green), and Power (green). The LED near
the face plate represents Error (amber).

The Express DR 16xx card can be powered from any available 12V PCle slot. The Express DR

card supports 8 lanes of full duplex transceivers which plug into either x8 or x16 slots. All
communication to the card is via the PCle bus.

! Link LED
ol Biusy LED
3 Error LED PLL Lock LED

i Powver LED

Figure 1 Express DR 16xx Card
3.2 Installation Guidelines
3.2.1 ESD Protection

A Warning

When handling the board, wear an ESD wrist-strap or foot-
strap to dissipate any build-up of static charge.
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The Express DR card is not designed to withstand ESD discharges. If the Express DR card is
being moved from anywhere other than an ESD-protected area, cover the card with anti-static
material.

3.2.2 Installation

To install the Express DR card, perform the following steps:

1. Power off the system and unplug the power cord.

Caution

Failure to unplug the power cord could damage the adapter or
cause physical danger. Follow any specific instructions that
came with your system about installing adapter cards.

2. Firmly insert the Express DR card into the selected PCle slot.

3. If using a chassis, ensure that the card is fully seated, replace the slot cover, and
secure the bracket to the system chassis.

4. Plug in the power cord and turn on the system power.
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4 Manufacturer Test Software Installation

This chapter will describe how to compile and install the driver and the Manufacturer Test
program.

4.1 Copy the Source Files

Copy all the program files from the CD-ROM to a working directory on your computer, such as
/home/. If any of the files are compressed, decompress the main source code files with the
Linux tar command:

[root@hifn-server dev]# tar xzfv DR_MFG_V2.1.7_20100601.release.tar.gz

4.2 Compile the Source Code

Navigate to your working directory and then enter the following command to compile the
source code.

[root@hifn-server dev]# make

After the compiling successfully completes, the generated files dre_test.ko, dre_mm.ko and
dre_mfg will be populated in the working directory.

4.3 Installation

The MFG test program loads the kernel module automatically. Before running the test program,
you must unload any existing Express DR kernel modules.

Use the command Ismod to check for other installed Express DR kernel modules.

[root@hifn-server dev]# Ismod | grep “dre”

If you find any other installed Express DR kernel modules, use the command rmmod to
uninstall them. For example:

[root@hifn-server dev]# Ismod | grep “dre”
Module Size Used by
dre_dr 453412 O
[root@hifn-server dev]# rmmod dre_dr
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5 Manufacturer Test Program Usage

This section describes the Hifn MFG test program usage. The MFG Test Program 2.1.7 supports
the Express DR16xx boards.

5.1 Manufacture Serial Number

Hifn's Operations department determines the manufacturing serial numbers. The serial
number is composed of 18 digits. An explanation of the serial number is defined below:

XX PPPP RR YY MM DD SSSS

| Sequence number

Production Day

Production Month

Production Year

Revision Number
Product ID
Manufacturer 1D

Manufacturer ID: 2 digit factory code

Product ID: 4 digit production model or part number

Revision Number: 2 digit revision of build (number must match BOM revision)
Year: 2 digit year of manufacture (2008 =08)

Month/ Day: 4 digit month and day of manufacture (0131 = January 31st)

Sequence Number: 4 digit one day production, in sequential order

5.2 Test Flow

Figure 2 illustrates the full featured test flow. Some steps are card type specific.
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Post Program Initialization

Check Error LED
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v Check Busy LED fail >

Card Initialization

fail
Check Serial Number pass
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fail—>»
<—falil Check Product ID
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b 4
pass ;
heck Encryptlon and fail
Decryption
<—fail pass
d
Decompression in fail—>»
Indirect Mode
v pass
Program Image In NVRAM
v
Verify NVRAM Content with
Excepted, warning if failed
Post Program Resource

Release

v

System Service Resource
Release

Figure 2 MFG Test Program Flow
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5.3 Test Program Procedure

Step 1 Running the Program
. To run the program, boot the machine and enter the commands below:

<ctril><Alt<F1>
The user will then be prompted to log in:

User: hifn
Password: hifnroot

After login, proceed to the user working subdirectory, e.g., /home/mfg_v2.1.7:

cd /home/mfg_v2.1.7

./dre_mfg

When the test completes, the operator should shut down the system with the command:

shutdown —h now

Step 2 Serial Number Verification
The program will prompt you for the card serial number that is printed on the card. If the serial
number is valid, the program will continue to the next step.

Please Input the Serial Number: 010141000904120001

Otherwise, the program will display error information and terminate. For example:

Please Input the Serial Number: 010151000904120001
Invalid Production ID.

Step 3 Product ID Verification

The Subsystem ID Verification does not require the operator’s intervention. If it is correct, the
program will display the product ID and indicate that this item has passed and continue to the
next step.

Checking Product ID ...---—- PASS
The Product is DR 1615.

If the Subsystem ID is not correct, the program will indicate this item has failed. It will display
error information and terminate.

Checking Product ID ...--——-—- FAIL
Unknown product ID.

Step 4 Link status Verification

The Link status Verification does not require the operator’s intervention. If it is correct, the
program will display that this item has passed. It will display Link status information and
continue to the next step.

Express DR Manufacturing Test Software 2.1.7 - User Guide, UG-0191-02 13



If the card is in a x8 PCI Express slot, it will display:

Checking Link Status...---—- PASS
PCI Express Link has been trained to x8 lane

If link status is not correct, the program will indicate this item has failed and terminate.

Checking Link Status...---—- FAIL

Step 5 Error LED Verification
This step requires the operator to visually confirm that the Error LED is lighting properly. At the

prompt message, the operator should input “y” or “n” accordingly. If the Error LED test passes,
the program will continue to the next step.

Checking Error LED...
Is the Error LED lit? [y/n]y
Error LED check----- PASS

If the Error LED tests do not pass, the program will indicate this item has failed and terminate.

Checking Error LED...
Is the Error LED lit? [y/n]n
Error LED check----- FAIL

Step 6 Busy LED Verification
This step requires the operator to visually confirm that the Busy LED is lighting properly. At the

prompt message, the operator should input “y” or “n” accordingly. If the Busy LED test passes,
the program will continue to the next step.

Checking Busy LED...
Is the Busy LED lit? [y/n]y
Busy LED check----- PASS

If the Busy LED tests do not pass, the program will indicate this item has failed and terminate.

Checking Busy LED...
Is the Busy LED lit? [y/n]n
Busy LED check----- FAIL

Step 7 Compression and Decompression in Direct Mode Verification
This step does not require the operator’s intervention. If it is correct, the program will display
that this item has passed and continue to the next step.

Checking Com-Decompression with regular data appended CRC...
Direct Mode, Ring O —---—- PASS
Direct Mode, Ring 1 —--—- PASS

If it is not correct, the program will indicate this item has failed and terminate.

Checking Com-Decompression with regular data appended CRC. ..
Direct Mode, Ring O ————- FAIL
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Step 8 Hash Verification

This step applies to DR1605/DR1615/DR1625 cards. This step does not require the operator’s
intervention. If it is correct, the program will display that this item has passed and continue to
the next step.

Checking HASH. ..

Checking MD5 digest ----- PASS
Checking SHAl1 digest --——-- PASS
Checking SHA256 digest ----—- PASS

If any tests do not pass, the program will indicate this item has failed and terminate.

Checking HASH. ..

Checking MD5 digest ----- PASS
Checking SHAl1 digest --——-- FAIL
Step 9 Encryption and Decryption Verification

This step applies to DR1605/DR1615/DR1625 cards. This step does not require the operator’s
intervention. If it is correct, the program will display that this item has passed and continue to
the next step.

Checking Encryption and Decryption...

AES-GCM :

Known answer test ----- PASS
Pairwise checking ----- PASS
AES-CBC :

Known answer test ----- PASS
Pairwise checking ----- PASS
AES-XTS (data include DIF):
Known answer test ----- PASS
Pairwise checking ----- PASS

If any tests do not pass, the program will indicate this item has failed and terminate.

Checking Encryption and Decryption. ..

AES-GCM :

Known answer test ----- PASS

Pairwise checking ----- PASS

AES-CBC :

Known answer test ----- FAIL

Step 10 Compression and Decompression in Indirect Mode Verification

This step does not require the operator’s intervention. If it is correct, the program will display
that this item has passed and continue to the next step.

Checking Com-Decompression with regular data appended CRC. ..
InDirect Mode, Ring 0 -———- PASS
InDirect Mode, Ring 1 ----- PASS

If it is not correct, the program will indicate this item has failed and terminate.

Checking Com-Decompression with regular data appended CRC...
InDirect Mode, Ring 0 -———- FAIL
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Step 11 Update the Board Configuration
This step does not require the operator’s intervention. This step will update the board
configuration to the flash.

Updating the flash data...

Step 12 Verify the Board Configuration
This step does not require the operator’s intervention. The program will verify the flash content
and display the verification result:

Verifying the flash data. ..

MFG Flash Region Verification ——--—- PASS
hwFeature Flash Region Verification ----- PASS
swFeature Flash Region Verification —---—- PASS
Step 13 Generate Log File

After the test program logs the results to a file, the operator must verify that the file was
written. The file is saved in a folder created by the test program. The folder is named according
to the date the test program is run. For example, if the test program is run on May 8, 2009, the
serial number of the card is 010141000905080001, and the current working directory is
/home/dev_mfg, the log file will be saved as
/home/dev_mfg/20090508/010141000905080001.
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5.4 Test Program Log

All output in the test program will be saved in the log file. The log file name is the serial number

with suffix “.log”. The following is an example output for the log file:

/****************************************/

/* DR16XX MFG Program v2.1.7 */

/****************************************/

Start Time: 11:19:21

Checking Product ID _..---—- PASS
The Product is DR 1625.
Checking Link Status...---—- PASS

PCl Express Link has been trained to x8 lane
Checking Error LED...

Is the Error LED lit?[y/n]y

Error LED check----- PASS

Checking Busy LED...

Is the Busy LED lit?[y/n]y

Busy LED check----- PASS

Checking Com-Decompression with regular data appended CRC...
Direct Mode, Ring 0 ----- PASS

Direct Mode, Ring 1 ----- PASS
Checking HASH. ..

Checking MD5 digest ----- PASS
Checking SHAl1 digest ----- PASS
Checking SHA256 digest ----- PASS
Checking Encryption and Decryption. ..
AES-GCM :

Known answer test ----- PASS

Pairwise checking ----- PASS

AES-CBC :

Known answer test ----- PASS

Pairwise checking ----- PASS

AES-XTS (data include DIF):

Known answer test —---- PASS

Pairwise checking ----- PASS

Checking Com-Decompression with regular data appended CRC...
InDirect Mode, Ring O ---—-- PASS
InDirect Mode, Ring 1 ----- PASS

Updating the flash data...
Verifying the flash data...

MFG Flash Region Verification ----- PASS
hwFeature Flash Region Verification --—-—- PASS
swFeature Flash Region Verification ----- PASS

End Time: 11:19:35
Total Time: 14 seconds
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Document Revision History

Revision 00

Initial release.

Revision 01

Added steps to section 5.3 to provide better direction for manufacturing personnel

Revision 02

Changed Figure 2.
Added step 12 that verifies the card configuration.
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